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Cloud Summary Data

• 82% of Cloud based networks suffered from 
Vulnerability Exploit attacks (IPS).

• 67% of Cloud based networks suffered from Malware 
attacks (AV, AB, TE).
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Major Cloud Attacks
● 05-2021 - Check Point Research has analyzed and 

enumerated over public AWS Systems Manager (SSM) 
documents, finding documents misconfigured to be publically 
shared, containing over five million personally identifiable 
information records and credit card transactions of 
companies, including a global sportswear manufacturer.

● 05-2021 - Elekta, a Swedish provider of oncology and 
radiology systems, has suffered a ransomware attack that has 
led to the takedown of its cloud storage systems. The attack 
has caused disruptions and delays in the cancer treatments 
given at Yale New Haven Health, an Elekta client, among 
other US customers.

● 05-2021 - The FBI and CISA has issued a review of 
cyber-attack activities run by the Foreign Intelligence Service 
of Russia, known as SVR, against the US and allied 
countries. The SVR has been focusing on Cloud environment 
targets since 2018, and heavily relies on false identities and 
cryptocurrency transactions.

• 05-2021 - Check Point Research has analyzed and enumerated 
over public AWS Systems Manager (SSM) documents, finding 
documents misconfigured to be publically shared, containing over 
five million personally identifiable information records and credit 
card transactions of companies, including a global sportswear 
manufacturer.

• 05-2021 - Elekta, a Swedish provider of oncology and radiology 
systems, has suffered a ransomware attack that has led to the 
takedown of its cloud storage systems. The attack has caused 
disruptions and delays in the cancer treatments given at Yale New 
Haven Health, an Elekta client, among other US customers.

• 05-2021 - The FBI and CISA has issued a review of cyber-attack 
activities run by the Foreign Intelligence Service of Russia, known 
as SVR, against the US and allied countries. The SVR has been 
focusing on Cloud environment targets since 2018, and heavily 
relies on false identities and cryptocurrency transactions.
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Attacks per Organization
Cloud Non-Cloud
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Top Vulnerability Exploit Types
Cloud Non-Cloud
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Major Malware Types

Cryptomining InfoStealer Banking Botnet
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